The Defense Organization in Vietnam Relies on
Matrix IP Cameras and NVRs for Surveillance

Case Study

INTRODUCTION

The defense organization in Vietnam is responsible for the coordination
and deployment of artillery units within the Vietnamese armed forces. It
serves as the central command point for all artillery operations, including
planning, monitoring, and execution of artillery strikes during combat
operations.

The defense organization’s operations and capabilities evolve
continuously to meet the changing demands of modern warfare. It
represents a significant investment in the country's military
infrastructure and is a key element in its efforts to ensure national
security and sovereignty.

CHALLENGES

The Defense Organization in Hanoi, Vietnam needed a comprehensive
surveillance system to improve their day-to-day operations and enhance
overall security. The Center had specific requirements for the
configuration of the video surveillance system.

Certain areas in the Center were considered sensitive as they required a
high level of security. The cameras in these areas had to be configured in
such a way that only the senior management staff could access them.
However, the rest of the cameras had to be configured to allow access for
othertechnical management staff and security guards.

To keep a watchful eye on the cameras, NVRs with ample storage space
were also a need. The cameras in sensitive areas required NVRs that
ensured continuous operation and backup to avoid any kind of security
breach. At the same time, the video footage from the unrestricted areas
also had to be monitored to keep records and ensure safety.

Finding a reliable security solution that is not sourced from either a
Chinese or Korean brand was another noteworthy challenge faced by the
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« Customer Name: Defense Organization of Vietnam
- Location: Hanoi, Vietnam

Products Offered:

Matrix SATATYA IP Cameras:

SATATYA MIBR20FL28CWP - 2MP IR Bullet Fixed
2.8mm Lens With Audio

SATATYA MIDR20FL28CWP - 2MP IR Dome Fixed
2.8mm Lens With Audio

Matrix SATATYA Network Video Recorders:
SATATYA NVR1601X - 16 Channel NVR with 1 SATA Port (1No.)
SATATYA NVR3202X - 32 Channel NVR with 2 SATA Ports (1No.)

SOLUTION

Matrix experts helped the Defense Organization in building a reliable
security infrastructure. The team worked with the Defense officials right
fromthe design stage to understand their requirements better.

As the Organization is spread across a large area, the cameras had to be
installed strategically in order to get maximum coverage. 40 Professional
Series 2MP Bullet IP Cameras were installed at different points to keep a
security check at all the outdoor locations. These cameras were also
used to keep a check on the entry and exit points. Similarly, 40
Professional Series 2MP Dome IP Cameras were installed in such a way
that they covered the indoor locations. Out of all the 80 IP cameras, 10 IP
Cameras were installed in the sensitive areas of the Center that had

restricted access.
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Defense Organization because Vietnamese regulations require imported
products to meet certain safety, quality, and technical standards before
they can be usedinthe country.
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RESULTS

The user-defined roles and rights feature in Matrix NVRs allows for the
creation of unique users, each having a specific user ID and password.

Hence, unique user IDs were created each for the senior management
staff, the technical management staff, and the guards. Each user had
been granted pre-defined access to cameras based on their roles.

Using this feature, Matrix SATATYA NVR1601X was configured to provide
restricted video footage access only to senior management staff for 10
cameras in sensitive areas, ensuring that sensitive footage was viewed
only by authorized personnel.

The rest of the cameras were configured with Matrix SATATYA
NVR3202X which provided open access to the guards and the technical
management teams. Matrix SATATYA NVRs come with an in-built Video
Management Software (VMS). All users could log in simultaneously in
the system but could only access the specific pre-defined cameras
based ontheirroles.

Furthermore, two monitors were placed near the gate which displayed
live footage from the camera, allowing for easy monitoring of the security
system.
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Matrix IP Cameras and NVRs proved to be a comprehensive security solution for the Center. The 512 GB SD card support in Matrix I[P Cameras
proved to be extremely beneficial to guard sensitive areas in the center, as it requires critical information to be protected even in case of network or

power failures.

The user-defined roles and rights feature in Matrix SATAYA NVRs allowed only the senior management staff to log in and view the cameras in sensitive
areas, ensuring restricted access to the necessary footage, and thereby maintaining security and privacy.

The RAID supportin Matrix SATATYA NVRs ensured redundancy in video storage and minimalized the chances of data loss.

Additionally, Matrix SATATYA NVRs come with an in-built Video Management Software (VMS) which made the entire solution cost-effective, and

easy toinstall and manage.



ABOUT MATRIX

Established in 1991, Matrix is a leader in providing Security and Telecom solutions for business organizations of all sizes and industries. As an innovative, technology-driven, and customer-focused
organization, Matrix is committed to keeping pace with the revolutions in Video Surveillance, Access Control, Time-Attendance, and Telecom applications.

With around 40% of its human resources dedicated to research and developing new technologies and products, Matrix is a truly Make-in-India company. All Matrix products are entirely researched,
designed, and manufactured in India.

Matrix's Video Surveillance portfolio covers end-to-end solutions including Video Management Systems, Network Video Recorders, and Network Cameras. Likewise, Matrix's People Mobility portfolio
includes Access Control, Time-Attendance, Visitor Management, Elevator Access Control, Panels, Controllers, and Readers. Matrix offers Unified Communications, IP-PBX, Universal Media
Gateways, VoIP and GSM Gateways, and Communication Endpoints in the telecom domain.

All Matrix products are feature-rich, reliable, and conform to national and international standards such as CE, FCC, BIS, TEC, UL, and many more. With exports to 50+ countries, Matrix has won the
trustof 1 million+ customers.

Matrix has IS0 27001: 2013, 20000-1 2018, 14001- 2015, 9001: 2015 certifications for quality management standards. We have also been awarded ZED Quality Certification, and DSIR Certification
forindigenous R&D and Manufacturing to name a few.
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For further information, please contact: MATRIX COMSEC

(‘ j Head Office
394-GIDC, Makarpura, Vadodara-390 010, India.
Ph: +91 265 26137222,
E-mail: Inquiry@MatrixComSec.com

Manufacturing
19-GIDC, Waghodia, Dist. Vadodara-391 760, India.

L _J www.MatrixAccessControl.com
Call: 1800-258-7747

Due to continuous technology upgradations, product specifications are subject to change without notice.
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